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1.       POLICY STATEMENT

This policy should be read in conjunction with the Trust’s Information Security Policy which sets out the overarching approach to information security within the Trust.  The policy forms part of the Corporate Information Governance Group (CIGG) suite of mandatory policies which aim to protect the Trust’s information technology assets, such as computer hardware and software, telecommunications equipment and data held within the Trust’s IT systems.

2.       SCOPE

This policy covers:

· The use of Trust owned assets (including, but not limited to hardware, software, voice & data networks and equipment, and video or audio conferencing equipment)

· The use of personal devices when being used to access the Glow email service and/or any other cloud service or application such as Spectrix and Legend provided via Glow (such as Sharepoint, OneDrive, Google Drive, Teams, Sway, Google Docs, OneNote, Google Classroom and Forms etc)

· Trust network facilities, regardless of whether these are used through the connection of Trust assets or through the connection of private equipment (where this has been previously authorised), within an office or a home environment

This policy applies to the following:

· All full-time, part-time, temporary and bank employees working for or on behalf of the Trust;
· Contractors and consultants working for or on behalf of the Trust;
· All other individuals and groups who have been granted access to Trust assets and network facilities, including visitors
It is the responsibility of individuals to adhere fully with the requirements of this policy. All managers are responsible for ensuring their employees implement this policy within their respective Service and for overseeing compliance, including the conduct of volunteers, agency workers, contractors, consultants, or visitors. 
3.       DEFINITIONS
· Electronic equipment and technology includes all computer and telephone equipment including mobile phones, multimedia devices, PC’s, laptop computers, tablets, and any other form of electronic equipment or systems. It also applies to any personal electronic equipment or technology that an employee uses in the course of their employment. The Trust’s electronic equipment and technology will be referred to as “network resources”
· Electronic communications include e-mail, text messages, instant messaging, images, phone calls and messages, intranet and internet content/ messages including those posted to social media sites

· Social Media includes websites and online tools that allow users to share content, express opinions or interact with each other e.g. Facebook, LinkedIn, forums, blogs, podcasts and content communities e.g. YouTube, Instagram, X, Pintrest
· Data includes any electronic or paper information stored or processed on Trust networks or equipment including documents, pictures and/or photographs, music and/or video clips

· These definitions are not exhaustive, and will be reviewed periodically
4.      INTRODUCTION
The internet, email and telephony are essential communication tools. They provide the Trust with access to valuable sources of information as well as inexpensive connectivity to a wide range of third parties. They are seen as important parts of the Trust’s communication infrastructure, however, their use can expose the Trust to technical, commercial and legal risks if they are not used sensibly.

The aim of this policy is to:

· Provide guidance on use of the internet, e-mail and telephony in the workplace or when working from home to minimise the Trust’s exposure to these risks

· Provide information on all monitoring systems in use

· Explain the consequences for users and the Trust if users fail to follow the rules set out in this policy

This document has been created in order to protect the Trust, and all users, from the following risks relating to its network resources:

User Productivity
·  The Trust allows personal use of its network resources. This activity is restricted to meal breaks, periods before or after the normal working day. Users must follow the same restrictions with regards to ‘appropriate use’ as and when they are using network resources for business or educational reasons

Use of Network Bandwidth
Non-productive sites and email consume a significant amount of bandwidth. When users download large graphics, audio clips, movie clips or other non-work related information, it puts a drain on the Trust’s limited bandwidth which is an expensive resource. Eventually this causes a slowdown in network performance which impacts other users attempting to complete work related tasks via the internet. Over recent years greater reliance has been placed on remote / home working and the use of video-conferencing technologies, and blended learning across the curricular environment, has added significantly to daily bandwidth demand. Users should  consider  the  most  appropriate  communication  medium  for  each individual  business  transaction;  the  use  of  audio  or  video  conferencing technology should not be used for personal transactions.

Reduce Legal Liability
· This Acceptable Use Policy must be followed to protect the Trust and all users from legal liability relating to internet, email and telephony use

Reduce Reputational Risk
· This Acceptable Use Policy must be followed to protect the Trust’s reputation. Your use of the internet, email and telephony should not have a negative impact on the Trust in any way

It is important that all users read this policy very carefully. Breaches of this policy will be taken very seriously. If there is anything in this policy that users do not understand it is up to them to contact their line manager for an explanation.

5.       ROLES AND RESPONSIBILITIES
The Trust may be held legally liable for any statements made or contractual arrangements entered into by its employees through electronic means. It also has a responsibility to make sure the information we hold on clients, citizens and employees is held confidentially and securely. With this in mind:

All employees will be responsible for:

· making sure you have read and understood the Acceptable Use Policy Governing the use of Communication Systems;

· meeting the standards of conduct set out in this Policy (see section 7) and any associated guidance which will be published on the intranet;

· undertaking any training as directed by your manager to make sure you understand how to use ICT systems correctly, including communication and use of language;

· making sure that any Trust ICT equipment that you take outside the work place (including, but not limited to, laptops, mobile phones, iPads etc) are kept secure so that they cannot be used by others and are kept out of sight if unattended;

· making sure that any personal device being used to access Trust information is appropriately secured via biometrics,  PIN  or  password  protection,  has  the  latest  anti-malware signatures installed and is running a personal firewall;

· reporting to your line manager any content, comment or information relating to the Trust which you know or think could be illegal, defamatory, discriminatory or supports corruption or bribery;

· reporting to your line manager faulty equipment and the loss or theft of any equipment;

· reporting to your line manager actual or potential breaches of the Trust’s ICT security and / or loss of confidential data; and

· returning any ICT equipment to your manager when you leave the Trust.

In addition to these, all managers will also be responsible for:
· making sure that your employees, including new recruits to the Trust, are inducted in, aware of and understand the Policy and associated guidance and the consequences of any breach of the Policy;

· deciding which employees will have access to the Trust’s electronic equipment, data and information technology, to assist them in carrying out their duties and responsibilities, and to keep this under review;

· ensuring that employees using ICT to carry out their duties have appropriate training in the use of the Trust’s ICT systems. This includes appropriate training on Data Protection and Information Governance;

· taking action at the earliest signs of a breach of the Policy and / or Data Protection regulations;

· taking action when any breach or potential breach of security or confidentially or loss or damage to ICT equipment is reported to you;

· making sure that all personal information is processed in accordance with data protection legislation;

· supporting the monitoring arrangements (see section 8) on the use of the Trust’s ICT systems; and

· making sure that employees are removed from the Trust’s ICT systems and any Trust equipment is returned to the ICT section when employees leave the Trust.
East Ayrshire Council’s ICT section is responsible for: 
· approving ICT systems, equipment, networks and websites and making them available to employees to use during the course of their employment;

· approving any other systems which are not maintained by ICT, for use by employees (including email systems), equipment (including personal phones or computers), networks or websites; and

· setting up, maintaining and managing a security configuration for Trust ICT equipment.
6.       GENERAL USAGE
The provision by the Trust of ICT facilities such as the internet, email and telephony is specifically for its business and educational purposes. As indicated by this policy the Trust recognise the importance of supporting a balance between work and personal life and so responsible personal use of ICT facilities is acceptable. Any such use must remain consistent with this policy at all times. Only Trust equipment can be directly connected to the internal corporate network(s). Any unauthorised equipment connected to the Trust network will be identified and disconnected and the user may be held accountable, which may result in disciplinary action.

Inappropriate or malicious use of the Trust’s resources include:
· sharing of IT privileges or resources (such as domain account username or password, access to your PC, files, printer etc.);

· unauthorised changing of another user’s password or access rights;

· violations of or infringes on the rights of any other person, including the right to privacy;

· creating or transmitting defamatory, false, inaccurate or otherwise biased material;

· using a Trust resource to actively engage in displaying, procuring or transmitting material that is in violation of sexual harassment policy or laws, hostile workplace laws or other legal policies;

· the transmitting of customer, partner or other business or educational personal, sensitive or confidential data without prior authorisation from the Corporate Information Governance Group (CIGG);

· distributing, disseminating or storing images, text or materials that might be considered indecent, pornographic, profane, threatening, racially offensive, abusive, obscene, terrorist or illegal;

· undertaking deliberate activities that waste user effort or networked resources e.g. storing personal files (such as photographs) on network drives; global emails advertising the sale of personal items;

· any activity that restricts or inhibits other users from using the computer or the efficiency of computer systems;

· any communication that encourages the use of controlled substances;

· any communication that uses the system for the purpose of criminal intent;

· the installation of (or attempt to install) applications without prior approval;

· introducing any form of computer virus onto the network;

· users may not illegally copy material protected under copyright law or make that material available to others for copying.

· Internet Usage
Use of the Internet by employees of the Trust is permitted and encouraged where such use supports the goals and objectives of service delivery. However, the Trust has a policy for the use of the internet whereby employees must ensure that they comply with current legislation, use the internet in an acceptable way and do not create unnecessary business risk to the Trust by their misuse of the internet. As mentioned previously, personal use of the internet is permitted however if an employee is asked to reduce the amount of personal time spent on the internet, for any reason, they must comply. The policy applies equally to the Trust’s intranet which uses similar technologies and poses similar risks. For ease of reading, the term internet is used to refer to both services throughout the remainder of this document.
In particular, the following examples are deemed unacceptable use of the internet:

· visiting internet sites that contain obscene, hateful or pornographic material;

· making inappropriate comments on the internet (blogs, social media, Facebook, Twitter/X etc.) on a personal basis;
· you must not use social media, the internet, media, or social media sites to make complaints about your employment;
· using the computer to perpetrate any form of fraud, software or music piracy;
· using the internet to send offensive or harassing material to other users;
· accessing or downloading copyrighted information in a way that violates the copyright;
· creating or supporting any Internet messages or postings that are intended to harass, annoy or alarm any person or organisation;
· downloading commercial software or any copyrighted materials belonging to third parties, unless this download is covered or permitted under a commercial agreement or other such license;
· hacking or attempting to hack into unauthorised areas;
· revealing confidential information about the Trust in a personal online posting, upload or transmission - including financial information and information relating to our customers, business plans, policies, employee and / or internal discussions;
· undertaking deliberate activities that waste user’s effort or networked resources;
· use of peer-to-peer file sharing applications, including applications to download and share music or videos over the internet, for example WhatsApp
If users inadvertently access inappropriate material they should inform their line manager / supervisor immediately.  This information should then be relayed to the Strategic Lead: Organisational Culture
When entering an internet site it is recommended that users always read and comply with the terms and conditions governing its use. Users should also exercise extreme caution if conducting financial transactions or disclosing personal information over the internet and are reminded that the Trust will not be responsible for any damages or loss that they may suffer.

In addition to the information stated above, internet users should also be aware of the following requirements:
Employees must NOT store Trust data on third party websites
The Trust cannot guarantee the security of third party websites or data storage. Therefore, no Trust data may be stored or sent to such websites. This includes such storage and file transfer sites as Dropbox, WeTransfer, MailBigFile, Google GSuite, Microsoft Office 365 Suite, Yousendit, Megaupload etc. All business-related information produced, collected and / or processed in the course of Trust work remains the property of the Trust. This includes such information stored on third- party websites such as webmail service providers and social networking sites, such as Facebook and LinkedIn.

Where the Trust has a legal requirement to share data with another organisation and it is necessary to upload the data onto a third party website, this must be approved by an member of the Senior Management team.
The Trust blocks access to online storage sites by default. Any employee with a requirement to access such a site must discuss this with their line manager.

Personal email accounts must not be used for Trust business
Personal email accounts must never be used to conduct Trust business. Trust data must not be forwarded to personal email account without the knowledge and explicit written consent of a manager. This includes the use of personal e-mail accounts for the purpose of accessing Trust video-conferencing facilities.
The Internet must not be used for private business
No employee is permitted to use Trust Internet access, at any time, for private business activities.

Use of Social Media
Your manager will decide if you need access to social media sites to carry out your duties at work. In order to gain social media access, your line manager will need to submit a request as per the Social Media Access Protocol.

When you are using social media you must behave in accordance with the standards set out in the Trust’s Social Media Policy.

Email Usage

The Trust has a policy for the use of email whereby users must ensure that they:

· use email in an acceptable way;

· do  not  create  unnecessary  business  risks  to  the  Trust by  their misuse of the email system.

Email is the principal communication method by which the Trust conducts business. Given its importance to the business, users are expected to adhere strictly to the policy.

In particular, the following examples are deemed unacceptable use of email:

· use of the Trust communications system to set up personal businesses;

· use of the Trust communications system to send chain letters;

· forwarding of Trust confidential data to external locations, this includes personal email accounts. If a role dictates that a user must transfer confidential material offsite, users must do so using an encrypted USB flash drive;

· transmitting copyrighted information in a way that violates the copyright;

· breaking into the system or unauthorised use of a password / mailbox;

· broadcasting unsolicited personal views on social, political, religious or other non-business related matters;

· transmitting unsolicited commercial or advertising material;

· give rise to an unauthorised contractual commitment on behalf of the Trust.

Users should think twice before giving out their @ayrshire360.com (or indeed any) email address. Special regard should be given to entering it on a website or some form of “discussion list”. Users should be mindful of the reputation of the organisation that they are dealing with, for instance, by deciding whether or not they have been established for some time.

Telephone Usage (including mobiles)
Business Use - users of the Trust’s telephone systems are authorised to use the telephone system in support of their individual duties, departmental and service needs.

Personal Use - it is recognised that, from time to time, it may be necessary for users to make use of Trust telephone for reasons unrelated to their role within the Trust.  In doing so, users should adhere to the following guidance:

Personal Use – No reimbursement to the Trust
· personal use of facilities may be made in appropriate circumstances e.g. emergency situations; to check on relative / dependant who is ill; to notify others of overtime arrangements; returning call from relative/dependent etc;

· wherever possible or practicable, personal use should be within the user’s own time, such as meal breaks, periods before or after the normal working day and teachers’ non-class contact time;

· where it is not possible for calls to be made outside normal working hours, users should endeavour to ensure that disruption to their work, and the work of others, is kept to a minimum;

· where personal use of facilities is made in appropriate circumstances there shall be no cost to the user.

Personal Use - Reimbursement to the Trust
· it is anticipated that from time to time users may make personal use of facilities in other circumstances e.g. contacting bank; arranging appointments etc;

· personal use in such circumstances must be within the user’s own time, such as meal breaks, periods before or after the normal working day;

· the user shall be required to reimburse the Trust for the use of facilities.

Users should note that it is a criminal offence to use a mobile device whilst driving and a conviction will attract a fixed penalty and a license endorsement. If, in connection with your employment, you are caught driving while using a mobile phone or device you may be subject to disciplinary action and will be responsible for the payment of any fines / penalties imposed on you.

7.      PRIVACY AND MONITORING
The internet, email and telephony are valuable business and educational tools. However, misuse of these facilities can have a negative impact upon user productivity and the reputation of the Trust. As such, the Trust reserves the right to monitor activity where it suspects there has been a breach of policy. The Regulation of Investigatory Powers Act (2000) permits monitoring and recording of employees’ electronic communications (including telephone communications) for the following reasons:

· establishing the existence of facts;

· record evidence of official transactions;

· investigating or detecting unauthorised use of the system;

· preventing or detecting crime;

· maintain effective operations of systems (e.g. preventing viruses);

· ascertaining or demonstrating standards which are achieved or ought to be achieved by persons using the system (quality control and training);

· in the interests of national security;

· ascertaining compliance with regulatory or self-regulatory practices or procedures;

· ensuring the effective operation of the system.

Any monitoring will be undertaken in accordance with the above act and the Human Rights Act.

Under this regulation there is a requirement for employers to inform employees about such monitoring. In order to ensure compliance with this policy, the Trust also reserves the right to use monitoring software in order to check upon the use and content of IT devices and communication. The Trust also reserves the right to deploy software and systems that monitor, block and record all Internet and email access where it deems necessary. Users should also be aware that communications sent or received via the Public Services Network (PSN) may also be intercepted or monitored.

All of the Trust’s system resources are provided for business and educational purposes, therefore users can have no expectation of privacy. The Trust maintains the right to examine any system and inspect any data recorded on those systems. Although personal use of the Trust’s IT systems is acceptable, users expressly waive any right of privacy in anything they create, store, send or receive using the Trust’s computer equipment or via internet access. Users consent to allow authorised Trust personnel to access and review all materials created, stored, sent or received by the user through any Trust equipment, network or internet connection. Users should be aware that the ability to access a website does not in itself mean you are permitted to visit it. Furthermore, all content on the Trust’s email system remains the property of the Trust.

The Trust has in place routines to regularly audit compliance with this and other policies.

Internet Monitoring

The Trust shall monitor access to the internet by providing reports to the Directors when requested. These reports detail websites visited, the duration of time spent on each website, the total amount of time spent online for the duration of the report (typically covering a one month period), frequency of visits to websites and the time / date of each visit.

The Director will then be required to examine the reports. Where the report indicates that a user might have engaged in inappropriate activity such as personal use at inappropriate times, or accessing material which is deemed inappropriate, as specified in section 6, the Director will then be required to investigate the matter, taking action as appropriate.

Users are reminded that personal activity should be restricted to meal breaks and periods before or after the normal working day.
The Trust uses specialist software that will enable inappropriate sites to be blocked and automatically scan web sites for inappropriate content as they are being accessed by the user.

These monitoring arrangements apply to both business and personal use of internet.

All logfiles will be kept for a period of up to 2 years. Under the Data Protection Act, users are entitled to inspect a copy of their own data found within these log files. Should any user require to do this, they should consult with their line manager or contact the Trust’s Information Governance Officer.

The discovery of any unauthorised use may result in suspension of internet access and / or disciplinary action.

Email Monitoring

The Trust shall monitor email usage by using recognised software to automatically scan all incoming, outgoing and internal email messages for viruses and for pre-defined content.

External email messages (incoming and outgoing)
Email messages that are found to contain any pre-defined content will be quarantined automatically. Quarantined emails are regularly scanned by a team of email administrators within ICT. All appropriate emails are then released. Details of inappropriate outgoing emails are logged (the email sender, subject and reason for quarantine). Inappropriate emails are held on the system for a maximum of 31 days.

The Trust shall provide reports to Directors when requested. These reports detail all inappropriate outgoing emails, listing the email sender, subject and reason for quarantine (i.e.: profanity, inappropriate image, chain mail etc). The Director will then be required to investigate the matter, taking action as appropriate.

East Ayrshire Council has software tools which can analyse and report on volumes of email messages sent and/or received for both internal and external email systems and can provide reports to the Trust on request. These reports will be produced in two circumstances. Firstly, where a Director suspects that a user’s use of email might be excessive, the reporting software will be used to produce evidence to prove or refute the suggestion. Secondly, ICT Services will periodically run volume analysis reports. Where these indicate cases of potential excessive misuse of the email system, the information will be passed to the relevant Director who will then be required to investigate the matter, taking action as appropriate.

These monitoring arrangements apply to both business and personal use of email and apply to all incoming, outgoing and internal use of the email system.

All logfiles will be kept for a period of up to 2 years. Under the Data Protection Act, users are entitled to inspect a copy of their own data found within these log files. Should any user require to do this, they should consult with their line manager / supervisor or contact the Trust’s Information Governance Officer.

The discovery of any unauthorised use may result in suspension of email access and / or disciplinary action.

Telephone Monitoring

The Trust shall monitor the usage of telephones by providing reports to Directors, summarising the calls made from telephone extensions. This facility is available for digital exchanges serving the main Trust locations and it is anticipated that this will be extended over time. Where there are reasonable grounds on which to suspect misuse of the telephone system, more detailed reports on numbers called and the duration of calls from telephone extensions shall be made available.

Details of numbers called and the duration of calls made from mobile telephones are automatically received from mobile phone providers.

These monitoring arrangements apply to both business and personal use of telephones.

The discovery of any unauthorised use may result in suspension of telephony access and/ or disciplinary action.

8.       RESPONSES TO BREACHES OF POLICY
Overview

Users who fail to comply with or uphold this policy may be subject to disciplinary action, as set out in the Trust’s Disciplinary Policy and Procedures appropriate to the employee group concerned. Furthermore, if, following due process in accordance with the relevant Trust Disciplinary Policy and Procedures, the Trust is satisfied that a serious breach of this policy has occurred, then appropriate disciplinary action will be taken. It is the duty of all users to immediately report any actual or suspected breaches in line with the Trust’s Security Incident Management Policy.

Users violating these provisions may be subject to:

· loss of network privileges, including internet and/or email access and/or telephony access;

· Trust’s Disciplinary Policy and Procedures appropriate to the employee group concerned, including dismissal;

· Criminal prosecution, if appropriate.

As this policy cannot anticipate every situation, users are responsible for seeking guidance from an appropriate person (usually the line manager / supervisor / ICT account manager) on any issue not covered by the Policy.

If a user suspects any breach of this policy in their workplace they should report their concerns to their line manager / supervisor who will forward to the Strategic Lead: Organisational Culture
9.       MOBILE, REMOTE AND HOME WORKING
With the mobile and flexible working initiatives within the Trust, there are additional security considerations. These are covered within the Trust’s Flexible Working Policy which can be accessed from the intranet. 

10.      GOVERNANCE, APPROVAL AND REVIEW
This policy framework and the commitment to security management is subject to continuous, systematic review and improvement. This Trust wide policy will be governed by the Corporate Information Governance Group (CIGG), chaired by the Council’s Information Governance Manager.
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