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1. Introduction

The Trust recognises that individuals have a right to privacy and that they expect personal and confidential data held regarding them to be processed and handled within legislative boundaries and good practice. 

Guidance and policy documents to support the protection of privacy and confidentiality of information are located within the Information Governance pages on the council intranet here.

This procedure is based on the guidance produced by the UK Information Commissioner.   

The European General Data Protection Regulation (2016) (GDPR) stipulates it is a legal requirement in certain circumstances to undertake a Data Protection Impact Assessment (DPIA).

The UK Information Commissioner (ICO) promotes the use of Data Protection Impact Assessments (previously known as Privacy Impact Assessments) as an integral part of demonstrating and understanding information risk and to ensure a Privacy by Design approach is considered by organisations.

Conducting a DPIA ensures:

· Risk can be managed through the gathering and sharing of information with stakeholders.
· Systems can be designed to avoid unnecessary privacy intrusion.
· Features can be built in from the outset to reduce privacy intrusion.

Where the success of delivering an initiative depends upon people accepting, adopting and using a new system or process, failing to address or recognise privacy concerns can be a significant risk factor.
  
In areas of high risk processing where risk cannot be mitigated the assessment allows for the organisation to consider the risks and balance these against the business objectives. In certain cases it may be necessary to involve the ICO.

2. [bookmark: _Toc505612391][bookmark: _Toc506473526][bookmark: _Toc512246294]What is Information Risk?

Institute of Risk Management defines information risk management as “the policies, procedures and technology one adopts in order to reduce the threats, vulnerabilities, and consequences that could arise if data is not protected.” 

A risk matrix is detailed at page 11 of this procedure.
[bookmark: _Toc505612392][bookmark: _Toc506473527][bookmark: _Toc512246295]
2.1 What is Privacy?

Article 8 of the Human Rights Act (1998) provides everyone with the right to respect for both private and family life including home and correspondence.  Invasion of privacy is defined as an intrusion into personal life of another without justification.  Privacy is about maintaining a sense of control of an individual or group over their own information and how that information flows.  

2.1.1 Why is Privacy Important

Public Authorities are responsible for carrying out their business according to government legislation and obligations.  Data sets are an important corporate asset that need to be safeguarded. Data protection legislation controls the way in which information is handled and to give legal rights to individuals who have information stored about them. 

Privacy is about respecting individuals. It refers to freedom from intrusion and relates to all information and practice that is personal or sensitive in nature to an individual.
[bookmark: _Toc505612395][bookmark: _Toc506473530][bookmark: _Toc512246297]
2.1.2 Privacy by Design

Privacy by Design is an approach that promotes privacy and data protection compliance from the very start. It is a legal requirement for organisations to ensure that Privacy by Design is a key consideration in the early stages of any project, and then throughout its lifecycle. 

GDPR imposes a general obligation upon organisations to implement technical and organisational measures to show that you have considered and integrated privacy and data protection into your processing activities. 

A Privacy by Design approach will help to inform and improve operational processes.  It will ensure the rights and freedoms of individuals (our customers, employees and service users) are respected by:
· keeping their data safe  
· ensuring those that have access to their data is proportionate and justified
· building trust and confidence with our customers 
· protecting our reputation

3. [bookmark: _Toc505612396][bookmark: _Toc506473531][bookmark: _Toc512246298]What is a Data Protection Impact Assessment (DPIA)?

It is an assessment framework which can anticipate and address the likely privacy risks and impacts from collecting, using and disclosing personal information of new initiatives or changes in business processes. 

3.1 [bookmark: _Toc505612397][bookmark: _Toc506473532][bookmark: _Toc512246299]Why undertake a DPIA?

DPIAs are an essential part of our data protection accountability obligations.  Conducting a DPIA is a legal requirement for any type of processing that is likely to result in high risk.  Failing to carry out a DPIA in these cases may leave our organisation open to enforcement action, including a fine from the UK Information Commissioner.



4. [bookmark: _Toc506473533][bookmark: _Toc512246300][bookmark: _Toc505612398]Benefits 

Notwithstanding the legal obligation, the DPIA also brings broader compliance benefits, as it can be an effective way to assess and demonstrate our compliance with all data protection principles and obligations.

However DPIAs are not just a compliance exercise.  An effective DPIA allows us to identify and fix problems at an early stage, bringing broader benefits to both individuals and our organisation.

5. [bookmark: _Toc505612406][bookmark: _Toc506473541][bookmark: _Toc512246301]Best Time to Conduct DPIA

DPIAs are most effective when they are started at an early stage of a project or change process, when: 
· The project is being designed; 
· You know what you want to do; 
· You know how you want to do it; and 
· You know who else is involved. 

But ideally it should be started before: 
· Decisions are set in stone; 
· Systems have been procured; 
· Contracts/Memorandum of Understanding (MOU)/ agreements have been signed; 

6. [bookmark: _Toc505612407][bookmark: _Toc506473542][bookmark: _Toc512246302]DPIA – Who Is Responsible?

Conducting a DPIA usually requires a range of expertise and interests. These are not normally undertaken by one person.  It is best that DPIAs are conducted by a small team who together have expertise in a number of areas:

· Knowledge of the overall initiative;
· Knowledge of the relevant stakeholders and customer segments from the services;
· Knowledge of the Data Protection Legislation;
· Expertise in project management;
· Expertise in records, information and data management;
· Ability to assess and communicate organisational risks;
· Expertise in ICT security processes, technologies and cyber risk ;
· Ability to assess which privacy solutions are feasible for the relevant project;
· Knowledge of appropriate representatives of and advocates for the stakeholder group and consultation techniques.

You should seek the advice of the Data Protection Lead.  The Data Protection Lead will provide advice on:

· Whether you need to do a DPIA;
· How you should do a DPIA;
· What measures and safeguards you can take to mitigate risks;
· Whether you’ve done a DPIA correctly; and 
· The outcome of the DPIA and whether the processing can go ahead.

The DPO’s will review and provide advice which should be recorded on the DPIA.  If you don’t follow their advice, you should record your reasons and ensure you can justify your decision.

A DPIA must be finally approved and signed at Strategic Lead level or above.

If you have carried out a DPIA that identifies a high risk, and you cannot take any measures to reduce this risk, you need to consult the UK Information Commissioner’s Office (ICO).  East Ayrshire Council’s Data Protection Officer acts as a contact point for the ICO.

The ICO will provide a written response advising whether the risks are acceptable, or whether you need to take further action. In some cases they may issue a formal warning or take action to ban the processing altogether.

7. [bookmark: _Toc505612408][bookmark: _Toc506473543][bookmark: _Toc512246303]DPIA Process, Assessment and Templates

DPIAs are required in circumstances where a change occurs that impacts on personal data such as: projects, new systems implementations, changes to business processes etc.

DPIAs are most effective when they are conducted at the initial stage of a project or at the development stage of a new business practice to ensure that potential privacy concerns are identified.  Identified privacy concerns can be addressed and safeguards built in rather than bolted on as an expensive afterthought.  It is recommended that:

· DPIA should be commenced as part of the initiating a project stage within the Trust’s project management framework so that risks can be identified and appreciated before the problems become embedded in the design.
· If the project is already underway, conduct a DPIA as soon as possible so that any major issues are identified with the minimum possible delay.

The DPIA framework at Appendix 1is a structured process which looks at all aspects affecting privacy. This includes:

· What should a DPIA include?
· Does the project or initiative need a DPIA?

The templates contain 7 sections and depending on the scope and nature of your project (including identified risks) you may be required to complete all sections. 

The forms are designed to:

· Provide general guidance to identify and analyse privacy impacts at an early stage of a project, change or initiative.
· Facilitate the recording of results and recommendations from the assessment process.
· Monitor the progress of implementations of actions identified to mitigate the risks of likely impacts
· Provide lessons learned to other projects, changes or initiatives


	DPIA – Framework 

	Part 1 –  Identify the need for a DPIA  - screening questions 
	The screening questions will identify whether or not the proposed initiative will impact on privacy and whether or not you need to complete the full assessment process.  Where you answer “yes” or “unsure” you will need to progress to undertake the full assessment. 

	Part 2 – Describe the processing
	How will you collect, use, store and delete data? What is the source of the data? Will you be sharing data with anyone?  You might find it useful to refer to a flow diagram or another way of describing data flows.  What types of processing identified as likely high risk are involved?

	Part 3 –  Consultation Process
	Describe when and how you will seek individuals’ views – or justify why it’s not appropriate to do so.  Who else do you need to involve within your organisation? Do you need to ask your processors to assist?  Do you plan to consult information security experts, or any other experts?

	Part 4 – Assess necessity and proportionality
	What is your lawful basis for processing?  Does the process actually achieve your purpose?  How will you ensure data quality and minimisation? What information will you give to individuals?  How will you support their rights?  What measures do you take to ensure processors comply?  

	Part 5 – Identify and assess risks
	Describe the source of risk and nature of potential impact to individuals. 

	Part 6 – Identify measures to reduce risk
	Identify additional measures to reduce or eliminate risks identified as medium or high risk in Part 5.

	Part 7 – Sign off and record outcomes
	Detail DPO advice, record outcomes and sign off by Strategic Lead or above.


[bookmark: _Table_2:-_PIA][bookmark: _Toc505612409][bookmark: _Toc506473544]
8. [bookmark: _Toc512246304]Monitoring

It is the responsibility of the Strategic Lead to instruct the Project Manager (PM) (or the lead person handling the change) to start an Initial Assessment and examine whether a DPIA should be conducted.

It may be that the PM and/or team have already considered privacy impacts however using the formal DPIA process ensures that potential privacy concerns are recorded, risk identified and mitigation controls where possible, are recorded and documented in a formal manner.  

This is particularly important in areas of high risk processing activities or when there has been an information rights complaint. Examples of high risk processing can be found in Section 9.
[bookmark: _Toc394999955]Where the identified risks are high and it is not possible to mitigate the level of risk to an acceptable level, it will be necessary to consult with the ICO. 

[bookmark: _Appendix_1_Aspects]In such cases there must be consultation with East Ayrshire Council Data Protection Officer who will review ahead of making a submission to the ICO.

[bookmark: _Toc512246305]9. What Types of Processing Automatically Require a DPIA?

      Article 35(3) of the GDPR sets out three types of processing which always require a DPIA:

1. Systematic and extensive profiling with significant effects:

[image: ]Quote

“(a) any systematic and extensive evaluation of personal aspects relating to natural persons which is based on automated processing, including profiling, and on which decisions are based that produce legal effects concerning the natural person or similarly significantly affect the natural person”.

2. Large scale use of sensitive data:

[image: ]Quote

“(b) processing on a large scale of special categories of data referred to in Article 9(1), or of personal data relating to criminal convictions and offences referred to in Article 10”.

3. Public monitoring:

[image: ]Quote

“(c) a systematic monitoring of a publicly accessible area on a large scale”.


The ICO is required by GDPR Article 35(4) to publish a list of the kind of processing operations that are likely to be high risk and require a DPIA. The current list includes a further ten types of processing that automatically require a DPIA:

1. New technologies: processing involving the use of new technologies, or the novel application of existing technologies (including AI).

2. Denial of service: Decisions about an individual’s access to a product, service, opportunity or benefit which is based to any extent on automated decision-making (including profiling) or involves the processing of special category data.

3. Large-scale profiling: any profiling of individuals on a large scale.

4. Biometrics: any processing of biometric data.

5. Genetic data: any processing of genetic data other than that processed by an individual GP or health professional, for the provision of health care direct to the data subject.

6. Data matching: combining, comparing or matching personal data obtained from multiple sources.

7. Invisible processing: processing of personal data that has not been obtained direct from the data subject in circumstances where the controller considers that compliance with Article 14 would prove impossible or involve disproportionate effort.

8. Tracking: processing which involves tracking an individual’s geolocation or behaviour, including but not limited to the online environment.

9. Targeting of children or other vulnerable individuals: The use of the personal data of children or other vulnerable individuals for marketing purposes, profiling or other automated decision-making, or if you intend to offer online services directly to children.

10. Risk of physical harm: Where the processing is of such a nature that a personal data breach could jeopardise the [physical] health or safety of individuals.


9.1 What other factors might indicate likely high risk for a DPIA to take place?

The Article 29 working party of EU data protection authorities has published guidelines with nine criteria which may act as indicators of likely high risk processing:

· Evaluation or scoring.
· Automated decision-making with legal or similar significant effect.
· Systematic monitoring.
· Sensitive data or data of a highly personal nature.
· Data processed on a large scale.
· Matching or combining datasets.
· Data concerning vulnerable data subjects.
· Innovative use or applying new technological or organisational solutions.
· Preventing data subjects from exercising a right or using a service or contract.
In most cases, a combination of two of these factors indicates the need for a DPIA. However, this is not a strict rule. You may be able to justify a decision not to carry out a DPIA if you are confident that the processing is nevertheless unlikely to result in a high risk, but you should document your reasons.

On the other hand, in some cases you may need to do a DPIA if only one factor is present – and it is good practice to do so.



10. How do we Identify and Assess Risks?

Consider the potential impact on individuals and any harm or damage that might be caused by your processing – whether physical, emotional or material. In particular look at whether the processing could possibly contribute to:

· inability to exercise rights (including but not limited to privacy rights);
· inability to access services or opportunities;
· loss of control over the use of personal data;
· discrimination;
· identity theft or fraud;
· financial loss;
· reputational damage;
· physical harm;
· loss of confidentiality;
· re-identification of pseudonymised data; or
· any other significant economic or social disadvantage

You should include an assessment of the security risks, including sources of risk and the potential impact of each type of breach (including illegitimate access to, modification of or loss of personal data).

To assess whether the risk is a high risk, you need consider both the likelihood and severity of the possible harm. Harm does not have to be inevitable to qualify as a risk or a high risk. It must be more than remote, but any significant possibility of very serious harm may still be enough to qualify as a high risk. Equally, a high probability of widespread but more minor harm might still count as high risk.

You must make an ‘objective assessment’ of the risks. You might find it helpful to use a structured matrix to think about likelihood and severity of risks:


	       ^
       ^
	Serious harm
	Low risk
	High risk
	High risk

	       ^
       ^
	Some impact
	Low risk
	Medium risk
	High risk

	Severity of impact
	Minimal Impact
	Low risk
	Low risk
	Low risk

	
	
	Remote
	Reasonable Possibility
	More likely than not

	
	
	Likelihood of harm
	
    >>>>>
	
    >>>>>


Public


1
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You might also want to consider corporate risks such as impact of regulatory action, 
reputational damage or loss of public trust.
[bookmark: _Toc512246307]	
11. How do we Identify Mitigating Measures?

Against each risk identified, record the source of that risk.  You should then consider options for reducing that risk. For example:

· Deciding not to collect certain types of data;
· Reducing the scope of processing;
· Reducing retention periods;
· Taking additional technological security measures;
· Training staff to ensure risks are anticipated and managed;
· Anonymising or pseudonymising data were possible;
· Writing internal guidance or processes to avoid risks;
· Adding a human element to review automated decisions;
· Using different technology;
· Putting clear data sharing agreement sin place;
· Making changes to privacy notices;
· Offering individuals the chance to opt out where appropriate; or
· Implementing new systems to help individuals to exercise their rights.

This is not an exhaustive list, and you may be able to devise other ways to help reduce or avoid the risks.  You should consult the Trust’s Data Protection Lead for advice.

12. Further Information

Further information about this policy should be directed to the Trust’s Data Protection Lead:

Jackie Biggart, Director: Corporate Activities
Isabel Pick, Strategic Lead: Organisational Culture

Email: EALInformationgovernance@ayrshire360.com

Further information is available from: 
 
The ICO guidance on DPIAs at: https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-protection-impact-assessments/
[bookmark: _Data_Protection_Impact][bookmark: _Toc394387400]	
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[bookmark: _Toc512246309][bookmark: _Toc507848444]Appendix 1

[bookmark: _Toc512246310]Data Protection Impact Assessment – Part 1 Screening Questions
[bookmark: _Toc394387401]
	Service Area

	
	Team
	     

	1. Do you plan to uses systematic and extensive profiling with significant effects?
	[bookmark: Check14]Yes 	|_|	No	|_| Unsure    |_|
Comments 



	2. Do you plan to process special category data to decide on access to services?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	3. Do you plan to profile individuals on a large scale?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	4. Do you plan to use new technologies?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	5. Do you plan to use profiling or special category data to decide on access to services?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	6. Do you plan to profile individuals on a large scale?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	7. Do you plan to process biometric data?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	8. Do you plan to process genetic data?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	9. Do you plan to match data or combine datasets from different sources?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	10. Do you plan to collect data from a source other than the individual without providing them with a privacy notice (‘invisible processing’)?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	11. Do you plan to track individual’s location or behaviour?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	12. Do you plan to profile children or target marketing or online services at them?
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	13.  Do you plan to process data that might endanger the individual’s physical health or safety in the event of a security breach? 
	Yes 	|_|	No	|_| Unsure    |_|
Comments 
     


	
If you have answered NO to all questions you do not need to continue with the DPIA process.  Should the scope of the initiative change to incorporate privacy and information risk at a future date you will need to review/amend the screening questions. You must ensure a copy of this is retained within your initiative or project documentation.

Please proceed to Appendix 2 – Data Protection Impact Assessment template if you have answered YES to any of the questions or if you think the processing could result in a high risk to individuals’ privacy.  If you are unsure email a copy to the Trust’s Data Protection Lead with your comments who will provide advice and assistance to you.






[bookmark: _Part_2_–][bookmark: _Toc512246311]Appendix 2
Data Protection Impact Assessment template

Start to fill out the template at the beginning of any major project involving the use of personal data, or if you are making a significant change to an existing process.  Integrate the final outcomes back into your project plan.

	Step 1: Identify the need for a DPIA



	Explain broadly what the project aims to achieve and what type of processing it involves.  You may find it helpful to refer or link to other documents, such as a project proposal.  Summarise why you identified the need for a DPIA.

	























	Step 2: Describe the processing



	Describe the nature of the processing:  how will you collect, use, store and delete data? What is the source of the data? Will you be sharing data to anyone?  You might find it useful to refer to a flow diagram or another way of describing data flows.  What types of processing identified as likely high risk are involved?

	


















	Describe the scope of the processing:  what is the nature of the data, and does it include special category or criminal offence data?  How much data will you be collecting and using?  How often?  How long will you keep it?  How many individuals are affected?  What geographical area does it cover?

	











	Describe the context of the processing: what is the nature of your relationship with the individuals? How much control will they have?  Would they expect you to use their data in this way?  Do they include children or other vulnerable groups?  Are there prior concerns over this type of processing or security flaws? Is it novel in any way?  What is the current state of technology in this area?  Are there any current issues of public concern that you should factor in?  Are you signed up to any approved code of conduct or certification scheme?

	















	Describe the purpose of the processing: what do you want to achieve? What is the intended effect on individuals?  What are the benefits of the processing for you, and more broadly?

	



















	Step 3:  Consultation process



	Consider how to consult with relevant stakeholders:  describe when and how you will seek individuals’ views – or justify why it is not appropriate to do so.  Who else do you need to involve within your organisation? Do you need to ask your processors to assist?  Do you plan to consult information security experts, or any other experts?

	












	Step 4: Assess necessity and proportionality



	Describe compliance and proportionality measures, in particular: what is your lawful basis for processing? Does the processing actually achieve your purpose? Is there another way to achieve the same outcome? How will you prevent function creep? How will you ensure data quality and data minimisation? What information will you give individuals?  How will you help to support their rights? What measures do you take to ensure processors comply? How do you safeguard any international transfers?

	
































	Step 5: Identify and assess risks



	Describe the source of risk and nature of potential impact on individuals. (include associated compliance and corporate risks as necessary)
	Likelihood of harm
	Severity of harm
	Overall risk

	













































	Remote, possible or probable
	Minimal, significant or severe
	Low, medium or high

	Step 6: Identify measures to reduce risk



	Identify additional measures you could take to reduce or eliminate risks identified as medium or high risk in step 5



	Risk
	Options to reduce or eliminate risk
	Effect on risk
	Residual risk
	Measure approved

	















































	
	Eliminated, reduced or accepted
	Low, medium or high
	Yes/no

	Step 7: Sign off and record outcomes



	Item
	Name/date
	Notes

	Measures approved by:
	
	Integrate actions back into project plan, with date and responsibility for completion

	Residual risks approved by the Chief Officer:
	
	If accepting any residual high risk, the DPO should be consulted

	DPIA passed to Data Protection Lead
	
	To review and forward to East Ayrshire Council’s DPO

	DPO advice provided
	
	DPO should advise on compliance, step 6 measures and whether processing can proceed

	Summary of DPO advice:









	DPO advice accepted or overruled by:

	
	If overruled, you must explain your reasons

	Comments:





	Consultation responses reviewed by:
	
	If your decision departs from individuals’ views, you must explain your reasons

	Comments:





	This DPIA will be kept under review by:
	
	The DPO and Data Protection Lead should review ongoing compliance with DPIA




	DPIA  Authorisation (Strategic Lead):
 


	

	Name :



	Date :
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